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Abstract: This paper presents a new triggering detection method of the Hardware Trojans in the
combinational logic systems, using static hazard analysis. A malicious entity can introduce a Hardware
Trojan (HT) into a design in order to denial of service, destroy or disable the system. Moreover, it could
leak the confidential information and the secret keys before altered them. The Hardware Trojan (HT)
threats should be analyzed with maximum importance through the entire lifecycle of the integrated circuit
(ICs). A hardware protection against the detected harmful logic should also be implemented.
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1. INTRODUCTION

Hardware Trojans (HT) are modifications of the original
circuit, inserted by an unintended entity in order to exploit
and to gain access to data or software running on chips, [1].

Globalization in the integrated circuits industry decreases the
control of the System on Chip(SoC) design engineers on the
fabricated IC chips. Adding of the 3rd party Intellectual
Properties (IPs), design tools, outsourcing fabrication, leads
to lower costs and meet the time to market targets, [15].
Thus, using a 3" IP cores known as black boxes, instead of
building these blocks from the scratch, they can contain
Hardware Trojans (HT) which could generate potentially
malfunction of the SoC normal functionality. The type of the
malfunctions can be denial of service attack (DoS) or cause
privacy leakage. These Trojans must be detected in the pre-
silicon phase, otherwise it can infect millions of ICs through
a Trojan affected IP core, [9], [12].

Based of the Intellectual Properties (IP) reasons, the IP core
vendors do not offer the RTL source code of the IP core.
Thus, the digital IP cores are generally offered in the netlist
format which consists in the common digital logic gates and
memory elements.

Even if the RTL source code of the IP core is available, it
could be not so feasible in case of large IP's cores to
manually inspect the source code for the Hardware Trojans.

These vulnerabilities have raised concerns regarding the
possible threats to the financial infrastructures, military
systems, transportation security etc. [10], [18].

A malicious entity can introduce a Hardware Trojan into a
design in order to denial of service, destroy, disable the
system. Moreover, it could leak the confidential information
and the secret keys before altered them, [9], [14].

Trojans can be implemented as hardware changes to ASICs,
microprocessors,  digital  signal  processors  (DSPs),
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microcontrollers, different kind of processors. They can be
also implemented as firmware modifications — FPGA
bitstreams. According to [10], an IC fabrication process
contains three major steps: designs, fabrications and
manufacturing. Thus, also the fabrication and manufacturing
steps might be considered un-trusted since an attacker can
substitute Trojan ICs for genuine ones.

In general, the hardware based security techniques modify the
hardware in order to prevent possible attacks and to protect
IP blocks or secret keys. It's considered that an unintended
person-attacker, will alter the design before or during the
fabrication. As specific literature relates [10], [12], [13], [16],
[17], third Hardware Trojans (HT) circuits are usually
activated if a specific or couple of specific conditions are
meet: eg. sensing a specific design signal such as
temperatures, power or an output value of a specific logic is
activated.

Hardware Trojans (HT) detection is still a new research area,
but it has accounted a significant attention in the past decade,
[2], [5], [6]- Hardware Trojans (HT) can be triggered upon
some rare conditions and altering the design functionality,
shown in Fig.1. Hardware Trojans (HT) are typical for
changing the parametric characteristics of the design, for
example, by degrading the performance, changing power
characteristics or introducing reliability problems in the chip.
This will influence power and delay characteristics of the
gates in the affected chip, [10], [15].
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Fig. 1. Combinational HT triggering


mailto:mtimis@tuiasi.ro

THE ANNALS OF “DUNAREA DE JOS” UNIVERSITY OF GALATI
FASCICLE 111, 2021, VOL. 44, NO. 1, ISSN 2344-4738, ISSN-L 1221-454X

By using the chip in an environment with normal
temperatures, it will have a time propagation delay value, but
this will be changed in a different one.

For example, the triggering condition of a Hardware Trojans
(HT) could be the cases when inputs have the following

wrong values: X =X =1 or X=X =0 due of propagations
delays through digital logic.

2. INSERTION METHODS OF HARDWARE TROJAN
(HT)

According to [1], Hardware Trojan (HT) insertions can be
classified into three categories:

internal trigger;

external trigger;

HTH storage;
HTH driver;

Triggers can be associated with an external/internal event or a
predefined value of a bus/signal. After the trigger is activated,
the action to be taken can be stored in a sequential circuit or
in a memory. The implementations of the trigger are executed
by the driver. In [9], considering several attacks, it’s designed
and implemented the Illinois Malicious Processor with a
modified CPU. Thus, a malware firmware was executed
using stealthy execution. The attack was evaluated using a
FPGA evaluation development board by changing the VHDL
code of a Sparc V8 processor that includes a MMU (Memory
Management Unit).

The additional timing overhead compared with the original
version is approx. 12%, while in the logic is about 1%, [11],
[15].

Three following potential attacks were implemented: a
privilege escalation attack, a log-in backdoor in shadow mode
and a password stealing service which is sending to the
attacker. The malicious circuit is inserted into the design
using the mechanism for actively IC controlling (e.g. IP
core).

3. TRIGGERING DETECTION TECHNIQUE OF THE
HARDWARE TROJANS USING THE STATIC HAZARD
ANALYSIS METHOD

Based on the delay for the combinational logic block [8], due
to the propagation delay, there will be an uncertainty period
where X-X=1(noted with ‘b’), respectively X-X=0
(noted with ‘d”), as shown in Fig.2:
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x-x=1

Fig. 2. Propagation delay with uncertainty values

There can be observed that on state “b” we have the

following relation: X- X =1and on state “d”, X-X=0.
These cases could be a trigger condition for Hardware Trojan
(HT) and it could lead to malfunction and circuit leakage
information.

The novelty proposed idea of this research paper is to detect
the triggering condition of Hardware Trojan (HT) by using
the static hazard analysis.

Let us consider a combinational digital system described by
the following prime implicants:

f (X, XXX, %) = R (2,4,812,13,15,18,21,26,30) +
+ R _(0,5,10,16,23,24,26,29,31)

(M

The implementation with logic gates is like in Fig.3:

X3
X,

Xo

f

Fig. 3. Logic Design Synthesis

The prime implicants for the output logic function are shown
in (2):
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A=X,%X%,(0,4812)

B =x,X,X,(4,51213)

C = X, X,%,(513,21,29)

D = X,X X, (18,22,26,30)

E = X,X,X,(13,15,29,31)

F = Xx,X,%,(21,23,29,31)

G = x,X,x,(22,23,30,31)

H = x,x,(0,2,810,16,18,24,26)

2

A minimal solution is like in (3):

f (X, XXX, %) = E+H + A+ D+ F = XX, X, + X, X, + 3)

X Xy Xg + XXy Xo + Xy X Xg
The static hazard analysis [8], based on the X, input, (4):

Y= F (XXX X Xg) = (XgXy +X, %, ) - Xo + (X, + X, X +

+X4X1)';0

“

According to (1), the static hazard may exist if, (5):

XoX, + X, X, =1 X, (X +%,) =1
=>

{x_2+x4@x1:1_

{xz + X, % + X% =1

X, =1L X +X,=1

=4 %)
X, ®x% =1Lx,®&x =0

Based on the (5) relations, the solutions are shown in (6):

X, =0,%=1X%,=1,x=0
X, =1L%X=0,x,=1,x =1 (6)
X, =LXx;=1X%,=1x%x =1

According to the relations (5) and (6), the combinational
logic system may present static hazard on the commutation of

the X, variable, as described in (7):
X, XX, %, X, = 01100 < 01101, (12 < 13)

X, XX, % X, =10110 < 10111, (22 < 23)
X XX, %, X, =11110 < 11111, (30 < 31)

Y]

In order to eliminate the static hazard and also the possibility
to be exploited by the Hardware Trojan (HT), the logic
function from (1) should be updated with the following prime
terms implicants which are equals to “1” (e.g. B and G), like
in (8).
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Y=E+H+A+D+F +B+G =XX,X, + X, %, +

+ Xy X Xo + Xy X4 Xo + Xy XoXg + Xy Xo X 4 Xy XX =

:(x3x2+x4x2)-xo+(x72+xi4g+x4x1)-xio+ ®)
XX Xy A XXX, =
= (XgXy + X4 X5 ) - Xo + (xj+x7£ + X, %) -
Xy X, (X © X,)
Based on equation (8), a possible synthesis of the

combinational digital system with detection of the Hardware
Trojan triggering condition X, -X, =lor X,+X, =0 is
presented in Fig.4:

e
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Fig. 4. Hardware Trojan triggering detection synthesis

Based on the proposed method, the equation (8) represents
the free static hazard function (regarding the X,

commutation from 0 to 1). Since the combinational digital
system is free of static hazard, the malicious Hardware
Trojan logic will not affect the digital system. The logic truth
table (Table 1) for the cases when the Hardware Trojan could
be triggered are presented next, described by logic equation

(9):

TABLE I. TROJAN DETECTION CASES
Trojan

__ | triggering

X Xo condition
00 1
01 0
10 0
11 1




THE ANNALS OF “DUNAREA DE JOS” UNIVERSITY OF GALATI
FASCICLE 111, 2021, VOL. 44, NO. 1, ISSN 2344-4738, ISSN-L 1221-454X

T=x,®x, 9)

From (9) it can be observed that Hardware Trojan will be
triggered only when the following conditions are met:

X, =X, =1or X, =X, =0. But since the implementation

from Fig.6 is free of static hazard in relation with X;, the
hardware trojan malicious logic will not affect the system.
We demonstrated that although the Hardware Trojan

malicious design had the output signal as 1 - Trojan
malicious logic was activated due to the propagation delay of

X, = Xoand X, =X, =00r X, =X, =1and since the
logic was static hazard free, HT malicious logic triggering

was successfully detected, thus it would have no effect to the
combinational digital system.

We have to mention that our new Hardware Trojan detection
method can be successfully applied on any combinational
digital system.

The proposed algorithm can be used for all inputs (
X, X;, X3, X, ) where static hazard analysis must be applied,

thus the final combinational system will successfully detect
the triggering of Hardware Trojan malicious logic.

For the study of the static hazard based on X, input, the
output f equation is, (10):

Y =T (X X5, X5, X0, %) = (XX + X4X_0)X1 +

= — (10)
+ (X4 Xo + Xy X5 )X, + XX, X + X Xo 4 X, X, X
We make the following assignments, (11):
A =X, (X, +;0)
B, = X74(X2 'HTO) (11)

C, = XX, Xy + X, Xg + X, X, Xg
From (11), it can be observed that because A, - B, =0 so it’s

obvious that Cl > A1 -B,, thus the function won’t have

static hazard in relation with X, input. Further, following the

described algorithm, it can be verified that the function f
doesn’t have static hazard in relations with all the remaining

inputs  X,, X;,X,. Based on this, we can say that the

combinational logic synthesis from Fig.4 is completely free
of static hazard and thus the Hardware Trojan malfunction
logic will not meet the triggering condition and finally will
not affect the system.

4. COMPARISON WITH EXISTING HT DETECTION
TECHNIQUES

State of the art Hardware Trojan detection techniques are
typically based on verification trust with the assumption that
a Hardware Trojans malicious logic always remains inactive
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in the circuit to pass the functional verification. Due to
functional verification constraints, the entire circuit cannot be
analyzed and activated in optimal time, thus large portions of
the design are unused and we can consider them as potential
HT malicious logic.

The most used Hardware Trojans detection techniques are:

- VeriTrust: described in [3], it detects HTHSs by identifying
the inputs in the combinational logic that seems to be
redundant for the normal functionality of the output under the
non-trigger condition. For detection of the redundant inputs,
it records the activation history of the inputs in the form of
SumOfProducts (SOP) and ProductsOfSums(POS) in order to
find the redundant inputs. But, because VeriTrust can see
several unactivated SOP, POS logics, it can be potentially
reporting false positive cases.

- FANCI: described in [4], it applies the boolean function
analysis to flag suspicious wires in a design which doesn’t
have a strong in-out dependency. It’s calculated a control
value which holds the impact of changing inputs on the
outputs. This method is applied on each input of the system.
This is a probabilistic method where a threshold is calculated
with some heuristic in order to reach a balance between
security and the false positive rates.

- DeTrust: described in [7], presents a new way to design
HTS which cannot be detected by either FANCI or VeriTrust.
Thus, the DeTrust algorithm designs a new HTHSs, the
circuits of which are mixed with the normal design and then
distributed over multiple stages such as FANCI/VeriTrust.
Also, DeTrust splits the original combinational logic less
stealthy into two sequential stages by the inserted flip-flops.

According to [2], due to comparison of computational
complexities of different techniques for detection of HTH

Trojans, the computational complexity is Q(m2™) because

most of them monitor the history of each entry in the truth
table, instead of the SOP and POS Boolean functions terms.
This leads to an exponential computational complexity logic

as the truth table has 2™ entries in total.

Based on the above methods, it has been proven that our new
static hazard method analysis algorithm for triggering
detection of the Hardware Trojans is much robust, faster and
it is using less logic.

5. CONCLUSIONS AND FUTURE WORK

The Hardware Trojan issue has become a more and more
sensitive security concern for a design service nowadays, thus
their detection becomes a very challenging problem.

Based on the diversity of the Hardware Trojans types, one
unique method cannot be reliable for all of them, that is why
a 100% detectability seems to be impossible.

Hardware Trojan is designed to avoid detection since they
run in stealth mode. There are widen methods regarding the
triggering modes which avoid the IC's testing procedures
(e.g. different combinations of the primary inputs).



THE ANNALS OF “DUNAREA DE JOS” UNIVERSITY OF GALATI
FASCICLE 111, 2021, VOL. 44, NO. 1, ISSN 2344-4738, ISSN-L 1221-454X

As a first conclusion, the Hardware Trojan logic design can
have any complexity. Its task is to inject into digital system

bad values, thus exploit the case when X=X=1 or
X=x=0.

Based on the elimination of the static hazard technique,
we’ve proved that the combinational digital system can’t be
exploited by a Hardware Trojan which couldn’t speculate the

delay propagations in the digital system cases (X = X =1 or
x=x=0).

Since the digital logic system is static hazard free regarding
the input X, variable, the Hardware Trojan is detected and it
will not affect the functionality of the digital system.

The same idea can be also applied to any combinational
design, no mater its complexity.

A future research will be designing a digital prototype in
order to simulate different trojans triggering and detection
scenarios.
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