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Abstract 

Context: The education sector is the root of our society. Living in a fast changing environment, we need to keep 

pace by implementing new technologies and techniques. A widespread solution is the Internet of Things together 

with Cloud computing technologies. Both technologies offer sustainable solutions for improving the efficiency 

of learning and teaching. Thus, these IT solutions become the main aspect of our society by interconnecting 

heterogeneous devices and technologies in different aspects of life.  

Objective: This paper focuses on the Internet of Things’ major technologies and applications with an orientation 

in the education sector. This overview can help scholars and academia to adopt and participate in the endeavor to 

streamline the receive - transmit process of education.  

Method: A systematic literature review was performed considering the main scientific databases. The number of 

the research paper was narrowed after the exclusion criteria were applied. 

Results: This paper underlines the importance of adopting both IoT and Cloud computing in teaching and 

learning activities. The evidence on the diversity of both IoT and Cloud computing applications are underline 
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1. INTRODUCTION 

 
In economics, there is a concept called primary resources. Besides capital and nature, this 

category also includes human resources. In our society, human resource is the root of any industry or 

sector. Therefore, regardless of the level of development of any country, much more attention must be 

granted to educating this resource. The educational process does not only include the volume and 

quality of information but also the methods used in this process that can have a major impact on 

transferring and receiving (TX-RX) the data. It can be said that this process is a two-way channel in 

close connection with both the medium (methods and techniques) and the data.  

An increasingly common expression is that we live in a constantly changing world, both 

environment and people. Thereby, to make the learning and teaching process more efficient, the latest 

IT solutions should be adopted.  

Not long ago, both IoT and Cloud computing gained the attention of the educational system to 

develop and implement not only smart campus but also smart classrooms [1]. Therefore, around the 

world, many universities develop a solution using state of the art technologies to provide better 

services that are efficient, secure, sustainable, and eco-friendly [2-4]. The Internet of Things put 

classrooms and campus devices on the local area network (LAN). This connectivity brings teachers 

and students closer by sharing the infrastructure and data in a smart way [1].  

The aim of this paper is to describe the efficiency of using IoT in living and working with an 

orientation to the educational sector. Both IoT and Cloud computing can revolutionize learning 

methods and traditional education. The pro and cons of implementing the IoT concept in education are 

also presented in this paper.  

 

https://doi.org/10.35219/ann-ugal-math-phys-mec.2020.2.04


ANNALS OF “DUNAREA DE JOS” UNIVERSITY OF GALATI – FASCICLE II 

█████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████████ 
 
 

 
 
. 

 103 

2. INTERNET OF THINGS AND ITS APPLICATION DOMAINS 
 

Internet of Things is a concept that evolves through time. Before its development, some 

predefined periods can be resumed (figure 1): 

▪ Pre-Internet era: This consisted of human-to-human communication through Short 

Message Service (SMS) or fixed telephonic line; 

▪ Internet of Content: This era is associated with the evolution of the World Wide Web 

(WWW). This is also where the foundations were laid for E-mail and MMS (minor messaging 

service); 

▪ Internet of Services era: This consisted of the evolution of WEB 2.0. In this era, 

internet functionality has increased and people started to use it more frequently for 

communication and shopping. This is the era where E-Commerce and E-productivity has 

emerged; 

▪ Internet of People: In this era, people are more connected with one another. Services 

like, Twitter, Skype, YouTube, Facebook, LinkedIn, etc. were created; 

▪ Internet of Things: this is the era of machine-to-machine communication minimizing 

human interaction. 

 

The concept of the Internet of Things (IoT) refers to a system of interconnected devices and 

objects. Under this umbrella, each device has a unique identifier (UIDs) and therefore the ability to 

transfer information over a network without human-to-human or interaction or even human-to-

computer. Nowadays, there is no doubt that the Internet of Things (IoT) offers a new dimension of 

living or working. According to a recent study [1], until 2021, the number of devices that are 

interconnected will exponentially grow to about 34 billion, with wide implications in all domains. The 

aim of the IoT is to create smart and self-aware environments [5]. Nowadays, the concept of IoT 

reached all aspects of our living and working. To name a few:  

▪ Industrial IoT: The IIoT represents a high number of industrial systems that are 

connected in order to communicate and coordinate their actions to increase process efficiency. 

In IIoT there is a strong emphasis on machine learning, machine-to-machine communication 

and coordination, and big data [6, 7]; 

▪ IoT in smart cities: The IoT concepts implemented in urban and rural areas increases 

the quality of life. This include [8-11]: sustainable water supply, city lighting and traffic 

monitoring, garbage management, citizens safety and crowdsensing, air standard and 

environment, smart parking, public transportation, etc.; 

▪ IoT in energy domain: The EIoT offers flexibility to adapt the new energy sources, 

improved management of both operations and assets, customer service orientation, the 

possibility of enabling new business models and services, reliability and security [12, 13]; 

▪ IoT in the smart home domain: A smart home is composed of sensors, devices, and 

systems. These components can be controlled and monitored via remote access. There is a 

variety of smart “objects” in a smart home: fitness trackers, cell phones, water quality sensors, 

smart bulbs, smart refrigerators and dishwashers, smart cooking devices, etc. IoT implemented 

in a living environment has numerous advantages due to the fact that minimizes human 

involvement [14-16].  

▪ IoT in the healthcare domain (IoHT). The IoHT helps to overcome limitations in 

personnel, financial, and resources. Thus, specialists can monitor and assist even patients 

living long distances from health care resources [17, 18]. 
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Fig. 1. The evolution of IoT 

 

3. INTERNET OF THINGS PLATFORM 
 

In general, the IoT is perceived as an ecosystem. This widely accepted technology enables the 

interconnection of devices and objects to communicate with each other. This system has a 

multilayered architecture (figure 2). This consists of the three main layers: the sensory layer (hardware 

or perception layer), the network layer (communication layer), and the application layer (business 

layer).  

The lowest layer is the sensory layer. Its scope is to interact with the real world by collecting 

and transferring data to the above layer (network layer) [2, 19]. The sensory layer can contain tags, 

beacons, sensors, health and fitness devices, consumer electronics, automotive, embedded hardware, 

etc. The main component of this ecosystem is the IoT platform (network layer), an essential 

component, that connects and supports all ecosystem components. More precisely, this component is a 

multi-layer technology that offers provisioning, automation, and management to both application and 

sensory levels [2, 20]. The network layer is responsible for routing data to the ecosystem devices. The 

ecosystem devices can be heterogeneous using various communication interfaces and protocols [20, 

21]. The thirds layer is the application layer. This layer is at the top of the architecture and is 

responsible for the analysis and storage of the data sent by the network layer. Its main job is to provide 

services based on ecosystem requirements. The application layer may contain data storage and 

analytics capabilities, customer applications, industrial applications, business applications, etc. [22-

24]. 
 

application layer

sensory layer

communication layer

 
Fig. 2. The IoT layers 

 

4. IoT IN EDUCATION DOMAIN 

 
As previously presented, IoT “invaded” all aspects of our living and working. Recently, this 

technology was applied to one of the most important sectors of our society. This is the educational 

sector. Applying this technology to a traditional campus or classroom has implications in transforming 

the RX-TX process of education.  
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In a recent study [12], the authors developed a system for optimizing classroom and campus 

efficiently. The proposed system has the capabilities of determining class occupation for the campus 

lecture halls. In addition to this, the system has multiple features. One of that is the use of artificial 

intelligence (AI) for attendance prediction by collecting live occupancy. 

Smart campus/classroom teaching platform needs reliable and fast connectivity. One solution 

is a network based on 5G technology. Xu et al [25] propose a system for monitoring classroom 

presence by analyzing student location.  

Faritha Banu et al [26] proposed a methodology for integrating IoT base Cloud in a smart 

classroom for a sustainable and smart campus. Through this system, any campus can have multiple 

benefits: scientific research, attendance monitoring, management of students and staff, finding objects, 

online billing, and security.  

A system that is easy to use and both low power and cost was developed by Zhu et al [27]. 

The main capabilities of this system are the control of the electrical devices to minimize energy 

consumption, monitor the environment of the campus and classroom. The proposed management 

system is based on IoT and a suite of Shanghai Qixiang Technology Co., Ltd sensors.  

The root of a smart campus is a smart classroom. Therefore, researcher and developers must 

orientate their focus and action mainly in optimizing this component. Learning managing system 

(LMS) is one solution. A Learning Management System (LMS) is a platform or a website designed to 

streamline the upload process for people with limited technical knowledge. The LMS (figure 3) has a 

huge potential due to its common features: security, payments, content, scheduling, reporting, tracking 

and auditing, assessments, certification, communication, marketing and social media, mobile learning, 

multi-lingual support, etc. All of this boils down to two major benefits: better understanding and low-

maintenance [1].  

 

     

efficiency accessibility evolving content flexibility 
reporting and 

analytics 

Fig. 3. The main components of LMS 

 

5. CONCLUSIONS 
 

The Internet of Things is a sustainable and promising paradigm due to the exponentially 

growing number of “things” that can be connected. Managing these devices may still be considered a 

challenge but this aspect is shaded by a large number of benefits. The benefits (table 1) obtained by 

the educational system that may be underline are improved delivery quality of information to students 

to meet their expectations and needs not only in short-term but also in long-term, quality 

improvement, production time, reduction of development costs and risks. Such outcomes are 

generated to the correct researching, planning, and application of both organizational and technical 

activities. By using IoT in campus and classrooms faculty and management can focus better on their 

main task and responsibilities. Besides these, IoT in education provides both intelligent and 

environmentally sustainable education.  

 

Table 1. Pro and Cons of IoT in education. 

 

Pros of IoT Cons of IoT 

cost savings over dependency on technology 

Information and communication losing security on privacy 

automation and control lesser employment prospects 

increased productivity complexity 
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